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Introduction

The purpose of this auditing procedure study (APS) is to provide guidance
to auditors in applying Statement on Auditing Standards (SAS) No. 55 in
audits of financial statements for clients using computer systems.
This APS does not attempt to address the wide variety of circumstances
auditors may encounter when clients use computers. Rather, it focuses on a
set of client characteristics that might be encountered in a particular audit.
The audit strategy and related procedures described represent how one
auditor might conduct the engagement. It should be recognized that other
approaches would also be appropriate.
This APS presents a case study of an audit of Fawn Exercise Products, Inc.
(Fawn). The case presents the way in which an auditor might approach the
tasks of—
• Obtaining an understanding of the internal control structure.
• Assessing control risk and performing tests of controls.
• Developing substantive tests.
The information presented focuses primarily on the client’s revenue
cycle. The documentation represents one way that such information might
be recorded. For example, the annotated flowcharts presented in chapter 2
represent how the auditor might document the process of consolidating
some of the elements of his or her understanding of the system.

RELATIONSHIP TO THE EXISTING LITERATURE
The reader of this APS should be familiar with the following guidance:
1. AICPA Audit Guide Consideration of the Internal Control Struc
ture in a Financial Statement Audit
2. SAS No. 31, Evidential Matter
3. SAS No. 47, Audit Risk and Materiality in Conducting an Audit
4. SAS No. 53, The Auditor's Responsibility to Detect and Report
Errors and Irregularities
5. SAS No. 55, Consideration of the Internal Control Structure in a
Financial Statement Audit
vii
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6. SAS No. 60, Communication of Internal Control Structure Related
Matters Noted in an Audit
The reader should also be familiar with basic computer concepts and termi
nology. It may be helpful to consult the glossary of technical terms at the end
of this APS.

STRUCTURE OF THE APS
The case assumes that the same audit firm has been the auditor of Fawn since
the inception of the company. The case focuses primarily on Fawn’s internal
control structure, and includes information that would normally be availa
ble to the auditor when assessing control risk. Such information would be
obtained either through prior audits of the client’s financial statements or in
connection with the current year’s audit.
Chapter 1 describes the business environment, including the exercise
equipment industry, in which Fawn operates. It discusses Fawn’s history,
business operations, and other relevant information. The chapter also provides
a summary of some of the more significant inherent risk factors considered
in planning the engagement, along with an assessment of Fawn’s characteris
tics as they relate to these inherent factors.
Chapter 2 describes the three elements of Fawn’s internal control struc
ture: the control environment, the accounting system, and the control
procedures. For purposes of this case study, the auditor’s consideration of
the internal control structure is focused on the revenue cycle: the order-entry,
sales-invoice-processing, shipping, and accounts receivable subsystems.
Flowcharts and narrative descriptions of these subsystems are presented and
control procedures are identified.
Chapter 3 illustrates how the auditor related management’s financial state
ment assertions (as outlined in SAS No. 31) to the control objectives and the
control procedures identified. This is supplemented by a listing of tests of con
trols performed by the auditor and the auditor’s assessment of control risk.
Chapter 4 presents a discussion of how the auditor determined the nature
of substantive tests for financial statement balances and classes of transac
tions based on the assessed level of control risk.
A glossary of technical terms is presented at the end of the APS.

Chapter

1

Case Study:
Fawn Exercise Products, Inc.

This chapter provides background information on Fawn Exercise
Products, Inc.

BACKGROUND
Fawn was founded twelve years ago by three individuals who are currently
its chief executive officer, president, and vice president, respectively. Its
growth has been internally generated except for one acquisition three years
ago that was funded through stock and debt offerings. Through this acquisition
Fawn expanded its customer base to forty states. Foreign sales are infrequent
and are not significant in amount.
Fawn has two major competitors. Fawn had been gaining market share
until this year, when a competitor’s products became increasingly price
competitive. The increased price competition reduced Fawn’s market share
from 32 percent to 29 percent. Revenues, however, have continued to rise.

BUSINESS OPERATIONS
Fawn’s product line is centered around exercise equipment, including row
ing machines, treadmills, weight machines, and stationary bicycles.
Although the total number of items marketed has historically been less than
100, this past year it increased to 125. Inventory obsolescence has been a fac
tor in prior years due to product enhancements and changing consumer
preferences.
Fawn markets its products to wholesalers and major retailers of health
and fitness products. Substantially all of Fawn’s sales are derived from a
direct sales force or telephone orders from existing customers.
l
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Although Fawn does not manufacture any of its products, it does hold
exclusive long-term purchase contracts with product manufacturers. All of
these suppliers are located in the Caribbean basin, with the exception of one
domestic supplier located in Dothan, Alabama.
Assets consist primarily of cash; accounts receivable; inventories; and
property, plant, and equipment (an office building, warehouses, and equip
ment). During the current year (19XD), Fawn generated approximately $450
million in sales. A summary of Fawn’s performance during the current and
past three years is as follows:
Year
Gross Revenue Net Income
(000s omitted)
19XA
$362,000
$24,616
19XB
27,720
385,000
29,664
19XC
412,000
19XD
450,000
30,375
Fawn’s management uses a relatively aggressive marketing philosophy.
Throughout its twelve years of existence, Fawn has increased revenues and
earnings each year. Management closely monitors the company’s operations
and financial performance.

INHERENT RISK CONSIDERATIONS
The following table summarizes the factors of Fawn’s business and account
ing environment that are subject to inherent risk:
_______ Characteristics_______
____ Inherent Risk Factors
Strong and growing.
Industry economics
Market position
Steady—market share increased
each year until current fiscal
year.
Rapid advances in product
Technology
development.
Strong, especially in the last
Competition
12 months.
Highly dependent on Caribbean
Suppliers
basin suppliers. Product quality
is inconsistent, and purchase
invoices are susceptible to error.
Regulatory environment

Few regulations.

CASE STUDY: FAWN EXERCISE PRODUCTS, INC.

Inherent Risk Factors
Product liability
Customers

Characteristics
Physical fitness products are
susceptible to safety litigation.
A large number and wide range
in size of customers, with no
unusual concentrations or risks.
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Understanding the
Internal Control Structure

This chapter provides the reader with information about Fawn’s internal
control structure. Although certain information pertains to Fawn’s activi
ties in general, the primary focus is on the company’s revenue cycle.

CONTROL ENVIRONMENT
Board o f D irectors

Fawn’s outside directors are generally knowledgeable about the specific
aspects of the company’s organizational structure, management control
methods, and personnel management methods. There has been no turnover
in this group in the last five years. The audit committee, which is composed
of outside directors, is considered to be effective.

Senior M anagement

Senior management takes an active role in controlling the business, and dic
tates the company’s management philosophy and operating style. This style
encourages an entrepreneurial attitude, and senior and middle management
is relatively aggressive in taking business risks.

M anagem ent Practices

Management, which has had very little turnover, is considered to be compe
tent. Management is generally concerned with financial reporting matters
and with the adequacy of accounting and operational controls.
Employee manuals specify the assignment of responsibility, scope of
authority, organizational goals, operating functions, job descriptions, and
reporting relationships. Other manuals describe acceptable business prac
tices and codes of conduct. These manuals were adopted four years ago and
have not been updated.
5
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The company maintains a three-year plan that is updated by senior and
middle management at their annual planning meeting. These plans and
related budgets are set forth in detail.
All divisions are under budgetary controls and management carefully
monitors results weekly; adverse trends are investigated and appropriate
action is taken promptly. All managers are eligible for bonus incentive plans,
which in turn are closely linked to budgetary goals.

Internal Audit Function

There is a small internal audit function, which is considered experienced
and competent, except that the staff has a minimal electronic dataprocessing (EDP) background. The head of internal audit reports to the chief
financial officer and has access to the audit committee. The recommenda
tions of the internal auditors (as well as those of the external auditor) have
generally been implemented.

ACCOUNTING SYSTEMS AND CONTROL PROCEDURES
FOR THE REVENUE CYCLE
Levels of activity in the sales, inventory, and receivables areas have increased
with the growth of the company. Operating and accounting reports are
reviewed and provide a basis for timely error correction. There are no
related-party transactions.
Although the sales, inventory, and accounting areas are slightly under
staffed, the accounting and clerical personnel have appropriate technical
skills, are adequately supervised, and are believed to be competent. However,
mistakes are occasionally made when personnel are under time pressure.
New hires are screened for appropriate qualifications. Performance evalua
tions and salary reviews are sporadic and not structured. Training programs
are not consistently maintained.

Data P rocessing

Management has computerized its information systems, purchasing
industry-specific off-the-shelf software for major applications. Five data
base systems are in place: order entry, shipping/billing, and accounts receiv
able; inventory; merchandise planning, purchasing, and accounts payable;
personnel and payroll; and general ledger.
The software packages are constantly being enhanced by the in-house
computer staff. Hardware is added in a modular fashion as required. Per
sonal computers (PCs) are used for planning and budgeting.
A well-managed computerization program has been used to Fawn’s com
petitive advantage in containing personnel costs during its rapid growth,
and in providing timely information for serving customers.
A description of Fawn’s computer resources is depicted in exhibit 2.1.

UNDERSTANDING THE INTERNAL CONTROL STRUCTURE

Exhibit 2.1

Computer Resources
Fawn Exercise Products, Inc.
Central Computer Facility

The central computer facility consists of two large clustered minicomputers
of the Digital Computer Equipment VAX™ 6XXX series, with disks, tapes,
printers, and terminals. (The 6XXX is comparable in size to computers such
as the IBM 43XX series and the Unisys A series.) The computer staff is located
in the central facility.
User terminals and printers are located at the central office and ware
house, and at each of the four remote warehouses.

Systems Software

• Operating system—VMS™
• Access language—Rdb/VMS™
• Data dictionary—VAX™ CDD™
• Report generator and data manager—VAX™DATATRIEVE™
• Compiler—COBOL
• Command language—DCL
• Job scheduler—JOBMGR (Q Software Co)*
• Library system—TAPEMGR Librarian Package (Q Software Co)*
• Security software—VAX™VMS™ facilities
All users and files are identified by a unique user ID code (UIC).

Data-Entry Points

Data-entry points are located in all user departments plus the five warehouses.

Staffing
•
•
•
•
•

Director of computer services
Operations manager, who supervises three computer operators and two
clerks
Two systems analysts
Programming manager, who supervises six application programmers
Data-base administrator (DBA) and two clerks

Data Communications

• DECnet™ protocol
• Local—Ethernet
• Remote—leased lines
The four remote warehouses are on-line to the central warehouse.

End-User Computing

PCs are connected to the central computer for inquiry and download
functions only.
*Q Software is the name of a fictitious company.
Note: VAX, VMS, DECnet, DATATRIEVE, CDD, and Rdb/VMS are trademarks
of the Digital Equipment Corporation.

7
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D escription o f A ccounting System and C ontrol Procedures

Fawn’s integrated order-entry, shipping/billing, and accounts receivable data
base system and relevant control procedures are depicted in the following
flowcharts (exhibits 2.2A through 2.5B on pages 10 through 17). Routine main
tenance changes have been made to these applications during the current year.

M aster File Data

The customer data base contains basic descriptive and reference informa
tion as well as customer credit limits. The inventory/sales price data base
includes current and previous sales prices.
Master file information is updated on-line. New customers are added and
price changes are made by sales managers only. Special prices may be
offered by order-entry supervisors only, based on verbal authorization from
a sales manager. Credit limits are established and updated by the credit
department and may be overridden by the order-entry supervisor based on
the verbal authorization of the credit managers.
Changes to the master file data are reported daily to the inputting depart
ments so that they can be checked against the documents authorizing the
changes. They are also used by supervisors for operational purposes.
General computer controls over access to data and resources, including the
master file, are described and evaluated in the sections of this chapter enti
tled “Controls Over Access to Programs and Data—Users” and “Controls
Over Access to Programs and Data—Data-Processing Function,” and in the
second paragraph of the section of chapter 3 entitled “Existence Assertion.”

General Computer Control Procedures and Other Inform ation

Financial system development, testing, documentation, and maintenance
are primarily the responsibilities of the MIS department, with the active par
ticipation of the user departments. New systems and maintenance must be
approved by the user department prior to being placed into operation. EDP
and user documentation of key systems is maintained in accordance with
standards established by management. Management policies relative to sys
tem development, maintenance, systems access, and transaction authoriza
tion are described in policy manuals.
Controls over computer activities have been classified by the auditor as
pertaining to—
• Development of new programs and systems.
• Changes to existing programs and systems.
• Access to programs and data.
• Computer operations.
Controls O ver D evelopm ent o f New P rogram s a n d System s
Feasibility studies for all major applications are performed by the director of
computer services with a designated user-manager. Once an application

UNDERSTANDING THE INTERNAL CONTROL STRUCTURE

9

is deemed to be cost-effective, the study is expanded into functional specifi
cations. The internal auditors participate in the development of these
functional specifications.
Management policy is to acquire off-the-shelf software whenever practical,
rather than develop software in-house. Requests for proposal (RFPs) are pre
pared by systems analysts based on functional specifications. A selection
committee uses a weighted checklist in choosing the software based on ven
dor proposals.
Systems for which purchased software is not cost-effective are developed
in-house. The functional specifications are expanded into systems specifica
tions, which the user reviews and approves at various stages of the
development process. Users are also involved in the test phase of all software
programs and systems and must sign off at the completion of each test.
Systems are operated parallel prior to the changeover.
Controls O ver Changes to E xisting P rogram s a n d System s
Program changes are typically initiated by the users who are involved at each
stage of the process, including sign-off on sequentially numbered change
forms. Programmers occasionally initiate “technical changes,” which have
sometimes caused operational problems. All changes are coordinated with
the DBA, and detailed documentation of program changes is prepared
and maintained.
The following control procedures are performed by the programming
manager:
• Review program changes, test results, and, on a test basis, the code
itself.
• Submit all tested program changes to operations for cataloging in
the production library using the TAPEMGR librarian package.
• Review emergency changes, after the fact, and those changes
effected by the data-processing manager in his absence.
Major upgrades and changes to outside software are made as follows:
• VMS™ systems—made by Digital systems consultants
• Integrated data-base package—made by the vendor
All changes are reviewed by the programming manager.
Controls O ver Access to P rogram s a n d D ata—Users
Passwords, which are selected by the users, are required to be at least five
characters long and may not contain easily guessed information. Passwords
are stored in an encrypted form. The company’s policy is to change pass
words every six months. Although the security system includes a feature that

(Continued on page 18)
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Exhibit 2.2A

Order Entry
a
Telephone
orders

Customer
master file

Accounts
receivable
master file

Perpetual
inventory
master file

Sales price
master file

Control total
master file

Mail
orders

Corrected
orders

Orders entered
via terminals by
clerks and
supervisors

Order-entry program

Shipping order
master file

1

Rejected order
suspense file

Rejected order
report

Control total
exception
report

Uncleared
rejected order
report

Corrections
reviewed and
approved by
supervisors

a
Note: Files in shaded area are all accessible to order-entry program

Review by
DBA and
users
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Exhibit 2.2B

Control Procedures
The order-entry procedures incorporate the following programmed
controls:
E1 Determine that the proper terminal is being used.
E2 Verify the user’s password, which authorizes access to appropriate data
fields and permits the execution of certain order-entry transactions.
E3 Validate sales order information (identify inaccurate entries and data not
meeting predefined criteria), including—
a. The existence of a customer relationship and an accurate customer
name and address.
b. Accurate product descriptions.
c. Proper unit pricing.
d. Terms.
E4 Compute and compare the total amount of the order plus the current
account receivable balance against the customer’s credit limit.
E5 Determine the availability of goods for shipment: backorders held in
rejected order file for customer acceptance.
E6 Assign a sequential number to sales orders.
E7 Compute and compare control totals within and between data bases and
between cycles, producing control total exception reports. Differences
are investigated by the operators, DBA, and users, and errors are cor
rected and reentered after review and approval by appropriate levels of
management.
E8 Reject orders from processing that do not meet the preceding criteria.
Rejected orders are accumulated on the daily rejected order file and listed
for subsequent investigation by the order-entry supervisor. Update and
age the suspense file of uncleared rejected items, which is reviewed
weekly by supervisors.
E9 Accept corrections of prior rejected orders via terminal and remove them
from the rejected order suspense file. Access is limited to the supervisor’s
password.

11
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Exhibit 2.3A

Shipping
l

Shipping order
program

Control total
master file

Shipping order
(3 copies)

(Copy 1)

Held by
inventory clerk
Pick goods;
note quantities
on order

Ship
goods and
update

(Copy 2)
Shipping order
(packing list)

(Copy 3)
Updated
shipping order

Shipments
entered via
terminal

Shipping update
program

Daily goods
shipped file

2

Orders not
shipped
report

Inventory
discrepancy
report

Control total
exception
report

Review by
marketing
department

Review by
inventory
supervisor

Review by
DBA and
users

To customer

UNDERSTANDING THE INTERNAL CONTROL STRUCTURE

Exhibit 2.3B

Control Procedures
Shipping procedures incorporate the following programmed controls:
S1 Determine that the proper terminal is being used.
S2 Verify the user’s password, which authorizes access to data and the exe
cution of shipping transactions. Access is granted to the quantity-shipped
data fields only.
S3 Compare the quantity picked to the quantity on shipping order.
S4 Assign a sequential number to shipping order.
S5 Compute and compare control totals within and between data bases and
between cycles, producing exception reports of differences. Differences
are investigated by the operators, DBA, and users, and errors are corrected
after review and approval by the manager of computer services.

13
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Exhibit 2.4A

Sales Invoice Processing

Sales price
master file

2

Sales invoice
program

Customer
master file

Control total
master file

Sales invoice
(2 copies)

Daily sales
invoice file

Daily sales
invoice report

3

Control total
exception
report

Review by
DBA and
users

General
ledger
system

To
customer
File

*Not addressed in case study
Note: Files in shaded area are all accessible to sales invoice program

UNDERSTANDING THE INTERNAL CONTROL STRUCTURE

Exhibit 2.4B

Control Procedures
The sales invoice procedures incorporate the following controls:
V1 Assign a sequential number to sales invoices.
V2 Compute and compare control totals within and between data bases and
between cycles, producing exception reports of differences. Differences
are investigated by the operators, DBA, and users, and errors are cor
rected after review and approval by the manager of computer services.

15
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Exhibit 2.5A

Accounts Receivable
Cash
receipts

Returns and
allowances

3

Daily cash
receipts file

R eturns and
allowances file

Accounts
receivable
m aster file

Unposted
accounts
receivable file

Accounts receivable
program

Control total
m aster file

Post to journal
entry file

General
ledger
system

A /R trial
balances

File

A /R aging
report

Credit
department

Control total
exception
report

Review by
DBA and
users

Aged unposted
A/R report

Review by
A /R clerk

Unposted
item s report

Review by
A /R supervisor

Corrected and
entered via
term inal

*Not addressed in case study
Note: Files in shaded area are all accessible to accounts receivable program.
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Exhibit 2.5B

Control Procedures
The accounts receivable procedures incorporate the following controls:
R1 Determine that the proper terminal is being used. Access is limited to the
accounts receivable clerks and is read-only, except that accounts receivable
clerks may investigate the unposted items report and enter corrections.
R2 Verify the user’s password, which controls access to data and authority to
execute accounts receivable transactions.
R3 Compare sales invoice data to corresponding data on the accounts receiv
able master file.
R4 Compute and compare control totals within and between data bases and
between cycles, producing exception reports of differences. Differences
are investigated by operators, the DBA, and users, and errors are corrected
after review and approval by the manager of computer services.
R5 Reject unposted items from processing and accumulate them on the
unposted accounts receivable items file. Rejected items are also listed for
subsequent investigation by the accounts receivable supervisor.
R6 Accept corrections of prior rejected items via terminal and remove them
from the unposted accounts receivable items file. Access is limited to the
supervisor’s password.
R7 An accounts receivable clerk uses the aged listing of the unposted accounts
receivable items file to research and resolve the reason for the rejection.
R8 An accounts receivable clerk compares the sales invoices to the daily
sales invoices report obtained from the sales processing department. If
the information agrees, two copies of the sales invoice are mailed to the
customer. If there is an exception, the sales invoices are referred to the
accounts receivable supervisor for investigation and disposition.
R9 An accounts receivable clerk reviews the control total exception report,
comparing the control total of goods shipped file to the daily sales
invoice file.

17
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automates the execution of this policy, that feature was not activated when
the security system was implemented. There is no formal coordination
between the personnel and data-processing departments to delete passwords
of terminated employees. Passwords are commonly exchanged among
personnel in a department.
Application profiles are in place for all job functions. The profiles define—
• The programs, data-base elements, and level of access permitted.
• The terminals from which access is available.
Each user is associated with one or more application profiles.

Controls Over Access to Program s
and D ata — Data-Processing Function

Systems analysts and programmers have access to the programs in the source
library only, while operators have access to the compiled versions in the
production library only. Only test files are used in program testing; these are
created by programmers who are allowed only to read and copy, but not
update, user files.
All tasks within the data-processing operation have been profiled in the
password system, creating the following segregation of duties:
• Systems analysts and programmers are prevented from accessing
production programs and live data bases.
• Operators are restricted from accessing the program source code
and the data bases at the data-element level.
• The director of computer services and the DBA have the highest
privilege, with access to all data files, including the user authoriza
tion file.
A log of identified access violations is printed out daily and reviewed by
the DBA. After indicating the results of his or her review on the log, the DBA
notifies user-managers and EDP personnel of problem areas and follows up
as necessary.
Access to the computer room is restricted to operations personnel and
data-processing management.
Tapes are used primarily for backup and are stored in the computer room.
All operators have access to the tapes. Important forms, such as blank checks
and invoices, are kept in a secure storage room. A reconciliation is per
formed of the quantity of forms used with the number of documents
printed. Reports are distributed via the company’s internal mail system,
according to lists maintained in the data-processing department. Terminals
in user departments are movable, although some are located in offices that
are locked at night.

Computer Operations Controls

Operations documentation is maintained and used for solving operational
problems and training new operators.

UNDERSTANDING THE INTERNAL CONTROL STRUCTURE
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Job scheduling and production monitoring are well managed, as
described below:
• Job control instructions are stored on disk. Jobs are run from the
operator’s terminal.
• All regular jobs are scheduled. Schedules include estimated run
times.
• Production problem logs are reviewed by the operations manager
for abnormal termination of jobs and other exceptions, such as
cycle-to-cycle file-balancing errors.
• Most problems are handled by the operators as they occur.
• Daily exception reports showing deviations from schedule, and
unscheduled jobs, are reviewed by the operations manager.
• System performance reports are reviewed periodically by the opera
tions manager.
• The programming manager compiles approved and tested program
changes and catalogs them in the production library using the
TAPEMGR librarian package.
Backup is created daily for key files and weekly for all others. Checkpoint/restart capabilities are built into the software, in case of software or
hardware failure.

Chapter

3

Tests of Controls and
Assessing Control Risk

Chapter 2 described the auditor’s understanding of Fawn’s internal control
structure. This chapter illustrates how the auditor in this case considered
that information, designed tests of controls, and assessed control risk for
the financial statement assertions. Although discussed separately, the tests
of controls described may have been performed concurrently as the auditor
updated his or her understanding o f the internal control structure.
For the purposes of this study, it is presumed that the auditor performed
tests of the relevant internal control structure policies and procedures of the
control environment and the accounting system by inquiry, observation,
and inspection of evidence. For example, the auditor observed manage
ment’s involvement in the accounting function, inspected management’s
operating plan and budgets, and held discussions with the internal auditor.
Similarly, the auditor inquired, observed and inspected evidence related to
the accounting system, and traced several transactions through the system.
The auditor also considered the effect and performed tests of general com
puter control procedures—those procedures common to all major
applications—as described in the following six paragraphs. A discussion of
the consideration of the effect, and tests, of the application control proce
dures follows that discussion.
General computer control procedures, as outlined in chapter 2, have
been divided into four types:
1. Controls over development of new programs and systems
2. Controls over changes to existing programs and systems
3. Controls over access to programs and data
4. Controls over computer operations
The auditor considered the first three types of controls as relating to the
risk of material misstatement primarily for the assertions of completeness,
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valuation, and existence. The preliminary audit strategy was to assess control
risk as low for the assertions of completeness and valuation, and to perform
tests of these three types of general computer control procedures to obtain
evidence to support that assessed level of control risk. The auditor consid
ered the fourth type of controls (controls over access to programs and data)
as primarily relating to the risk of material misstatement for the assertion of
existence. Since the auditor considered controls over access to revenue cycle
data to be weak, his or her preliminary audit strategy was to assess control
risk with respect to the existence assertion at slightly below the maximum.
Therefore, the audit strategy relative to that assertion focused primarily on
substantive testing (see the second paragraph of the section of this chapter
entitled “Existence Assertion” for discussion).

CONTROLS OVER DEVELOPMENT OF NEW PROGRAMS
AND SYSTEMS
Tests of adherence to software acquisition, system development, and instal
lation policies included inquiries of the director of computer services, usermanagers, and the programming manager. Minutes of management committee
meetings were reviewed for definitions of the policies. The auditor also
reviewed memos documenting meetings of the users and the computer staff.
This review indicated that the users fully participated in the feasibility study
and the development of functional specifications. The feasibility studies,
functional specifications, RFPs, and system and user documentation were
examined for the order-entry (which includes credit limit processing), billing,
and accounts receivable modules and found to be prepared according to the
policies. For selected new programs, the auditor examined documentation for
user sign-off. The auditor also examined documentation of the preinstallation
testing and documentation of the operation of the system after going live to
determine that any problems were addressed and resolved. Discussions
with the users indicated that they understand the systems well and that the
systems are operating effectively.

USER-INITIATED PROGRAM CHANGES
The change request log was reviewed for completeness, and no missing or
duplicate numbers were found.
Selected change orders were reviewed for authorization of all of the key
steps, including user request, data-processing acceptance, detailed defini
tion by the systems analyst, assignment to a programmer, creation of test
data, program and system testing, sign-off by operations, and acceptance by
the users. These change orders were then traced to the—
• Programmer master schedule and weekly production reports.
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• The overdue report for those lagging behind the original estimated
completion date.
• Program cataloging reports produced by the librarian package.
The users and operators were observed using the latest versions of
documentation manuals.

COMPUTER OPERATIONS CONTROLS
The auditor inquired of computer operators about, and observed, their
adherence to policies, conformity with documented procedures, and
follow-up on exceptions and problems. The auditor discussed the operating
procedures with the operators and operations manager and was satisfied
that they were competent and understood their jobs, including the proce
dures for handling exceptions. The auditor examined printouts of the master
schedule, backup logs, daily exception reports, production problem logs,
and systems performance reports, and found that they are appropriately
reviewed and follow-up actions are taken.
The auditor examined selected printouts of the production problem logs,
including problems caused by—
• The vendor packages themselves.
• Programming changes made in-house.
• Operations.
• User errors.
• Out-of-balance transactions and summary totals.
Action reports were examined evidencing that appropriate corrective
action was taken by a combination of the operators, the vendor, the program
mers, the DBA, and the users. Management approval on the action reports
was also noted.

THE RELATIONSHIP OF APPLICATION CONTROL
PROCEDURES TO MANAGEMENT ASSERTIONS
The matrix presented in table 3.1 shows how the auditor in this case related
financial statement assertions, control objectives, and application control
procedures. The matrix assisted the auditor in designing substantive proce
dures by relating application control procedures to management’s assertions
embodied in the financial statements.
The references included in the assertion columns correspond to the con
trol procedures set forth in the flowcharts in chapter 2. For example, refer
ence E8, located in the matrix under the assertion “existence/occurrence,”
corresponds to the order-entry system flowchart—control procedure #8.
S corresponds to shipping system, R to the accounts receivable system, and
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Table 3 .1

3. All shipments are billed and
recorded correctly.
• All shipments are billed to
the proper customer.

Control Objectives
1. Sales orders meeting manage
ment’s criteria are accepted for
processing.
• Customers are authorized
in accordance with
management’s criteria.
• Prices and terms of ship
ment are authorized in
accordance with manage
ment’s criteria.
• Sales orders are controlled.
2. Goods are shipped for valid
sales orders.
Verifies proper
terminal (S1).
Verifies user
password (S2).
Compares
control totals
(S5).
Validates quan
tities shipped
(S3).

Assigns control
sales order
number.
Compares
control totals
(E7).
Updates and
reviews aged
file of rejected
items (E8).
Assigns ship
ping order
number (S4).
Compares
control totals
(S5).

Verifies proper
terminal.
Verifies user
password (E2).
Rejects invalid
orders (E8).
Accepts cor
rections by
supervisor
only (E9).

Assigns sales
invoice num
ber (V1).

Validates sales
order (E3).
Verifies credit
limit (E4).
Rejects invalid
orders (E8).
Processes
corrected
orders (E9).

Completeness

Valuation/
Allocation

Existence/
Occurrence1

Rights
and
Obligations2

Financial Statement Assertions

Presentation
and
Disclosure2

Relationship of Accounting Systems and Control Procedures to Financial Statement Assertions
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• Compares
control totals
(R4).
• Reviews aged
listing of
unposted
items (R7).

(V2).

• Compares
control totals

Verifies proper
terminal (R1).
Verifies user
password (R2).
Compares
sales invoice
data to
accounts
receivable data
(R3).
Rejects
unposted
items (R5).
Processes
corrections
(R6).
Compares
sales invoices
to report (R8).

(Continued)

References (E1, E2, and S1) are to the flowcharts on pages 10 through 17.
E = Order entry
S = Shipping
V = Sales invoice processing
R = Accounts receivable
1. Because the auditor has determined that the general EDP controls affecting access to data and programs are weak, he or she would not test
control procedures relating to the existence assertion.
2. There are no control procedures that address the assertions of (1) rights and obligations or (2) presentation and disclosure.

Key:

• Each customer is billed
accurately and promptly.
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• Accepts cor • Accepts cor
rections by
rections by
supervisor’s
supervisor’s
password only password only
(E9 and R6).
(E9 and R6).

(V2).

• Compares
control totals

Completeness

Rights
and
Obligations2

• Reviews
control total
exception
report (R9).
• Compares
control totals
(V2).
• Accepts cor
rections by
supervisor’s
password only
(E9 and R6).

Valuation/
Allocation

Presentation
and
Disclosure2

References (E1, E2, and S1) are to the flowcharts on pages 10 through 17.
E = Order entry
S = Shipping
V = Sales invoice processing
R = Accounts receivable
1. Because the auditor has determined that the general EDP controls affecting access to data and programs are weak, he or she would not test
control procedures relating to the existence assertion.
2. There are no control procedures that address the assertions of (1) rights and obligations or (2) presentation and disclosure.

Key:

5. Adjustments to customers’
accounts are accurately
recorded.

4. Invoices are accurately classi
fied, summarized, and reported.

Control Objectives

Existence/
Occurrence1
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V to the sales invoicing system. Procedure E8 also relates to the control
objective that receivables transactions are authorized in accordance with
management’s criteria.
In this case, the auditor analyzed the relationship between all of the appli
cation control procedures and the various assertions. In practice, the auditor
would normally analyze application control procedures only for those
assertions to which he or she intends to apply tests of controls. For example,
controls over the existence assertion normally would not be included
because the auditor is taking a primarily substantive testing approach to that
assertion. Also, the auditor would perform tests for the completeness and
valuation assertions of only those controls that are necessary to assess con
trol risk as low.
The following paragraphs describe tests of controls that the auditor applied
to assess control risk for the relevant assertions as low and, thereby, limit
substantive tests that otherwise would be necessary to reduce detection risk.
As noted in chapter 2, the auditor categorized control procedures into
two types: those that apply to all application systems (general computer control
procedures) and those that relate to specific applications only (application
control procedures). This delineation was further refined by identifying two
types of application control procedures. The first type addresses pro
grammed control procedures, the control procedures contained within the
application software, while the second type includes manual procedures
performed on the application’s output. This distinction is significant in this
case, inasmuch as the auditor decided to test those application control
procedures programmed into the application software through tests of the
general computer control procedures. The auditor’s tests of controls over
program development, changes to programs, and computer operations
provided evidence about whether the application control procedures were
properly designed and implemented and are functioning properly. The second
type of application control procedures, those manual procedures applied to
the application’s output, were tested as discussed in the following paragraphs.
The tests discussed here show how the auditor performed tests of con
trols for procedures E8, E9, and so on. (Control references relate to the flow
charts in chapter 2.) He or she would also have performed tests of controls
for other controls, but they are not illustrated in this case study.
• Control Procedure E8. Rejected orders are listed for subsequent
investigation by the order-entry supervisor.
Tests of Control:
—Interviewed the order-entry supervisor to determine the frequency
of the review process, the procedures performed in following up
on the items, and any difficulties encountered
—Reviewed a representative number of reports to verify the
documentation of the procedures
—Selected a representative number of rejected transactions and
evaluated the propriety of the action taken by the supervisor in
light of the supporting documentation
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—Discussed with user departments to confirm the nature of follow
up requests
• Control Procedure E9. Order-entry supervisors are authorized to
clear rejected orders from the daily rejected order file. Unit prices
may be changed and credit limits may be overridden based on verbal
authorization of the sales manager or credit manager, respectively.
Tests of Control:
—Reviewed a sample of the daily rejected order reports for evi
dence of disposition of exceptions
—For a selected month, determined that all daily rejected order
reports are on file
—Inquired of the sales manager to determine whether selected
overrides were approved
• Control Procedure S5. Check for manual follow-up of exception
reports for sales orders and shipping orders.
Tests of Control:
—Interviewed the A/R supervisor, shipping supervisor, and billing
supervisor to discuss the nature and scope of their reviews, fre
quency of sequence breaks, and nature of follow-up actions taken
—Reviewed support for disposition of sequence breaks
—Reviewed uncleared sales orders, shipping orders and sales invoices
for “old” sequence numbers

ASSESSMENT OF CONTROL RISK BY ASSERTION
E xistence A ssertion

The auditor considered the evidence available, including knowledge from
prior years’ engagements and information and evidence gathered during the
current engagement, to determine whether internal control structure poli
cies and procedures are operating effectively. The auditor then assessed the
level of control risk, on a scale ranging from low to maximum, based on his
or her assessment of the strength of controls in place, on a scale ranging
from weak to strong. This assessment was based on the consideration of
both general controls and application controls (table 3.2).
The auditor assessed the application controls related to the existence
assertion as strong. However, general controls over existence were consid
ered to be weak because of the absence of certain controls over access to
programs and data, resulting in a significant risk that unauthorized customer
information may have been added, or that other unauthorized changes have
been made to the customer and accounts receivable files. The absence of
these controls largely offsets the control benefits of the application controls.
The result was an assessment of control risk for the existence assertion at
slightly below the maximum.
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Table 3.2

Comments

The auditor’s assessment of the ade
quacy of general controls (strong to
weak)
The auditor’s assessment of the ade
quacy of application controls
(strong to weak)
The auditor’s assessment of control
risk based on consideration of
general and application controls

Control Objectives

Low

Slightly below
the maximum
Results of tests of
general and appli
cation controls
support a low
level of assessed
control risk.

Strong

Strong

Absence of essen
tial general con
trols neutralizes
the effect of most
application
controls.

Strong

Completeness

Weak

Existence/
Occurrence

Assertions

N/A

At the
maximum

N/A

N/A

Rights
and
Obligations

Results of tests of
general and appli
cation controls
generally support
a low level of
assessed control
risk. (See section
of this chapter
entitled “Valua
tion Assertion.”)

Low

Strong

Strong

Valuation/
Allocation

N/A

At the
maximum

N/A

N/A

Presentation
and
Disclosure

Summary Relationship of General and Application Controls to Financial Statement Assertions
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C om pleteness and Valuation A ssertions

The auditor’s tests of general and application computer controls provided
evidence to support a low assessed level of control risk for the completeness
and valuation assertions.

Right and O bligations A ssertion

General and application controls were not considered relevant to this asser
tion. Therefore, the auditor assessed control risk at the maximum.

Valuation A ssertion

Although general and application controls concerning the valuation asser
tion were generally strong, there were two areas that required attention:
1. The valuation assertion is affected by the risk that customer
balances may exceed authorized credit limits because of the policy
that allows order-entry supervisors to override the credit field on
the customer master file (see the second paragraph of the section of
chapter 2 entited “Master File Data”).
2. The valuation assertion is affected by the risk that, because of the
override policy, changes to the price file may have caused incorrect
prices to be charged and incorrect valuations of accounts receiv
able to be made.
Except for these two conditions, the assessment of control risk was low.

Presentation and D isclosure A ssertion

No general or application controls were present for this assertion. Control
risk was assessed at slightly below the maximum.

Chapter

4

Selection of Substantive Tests

This chapter discusses how the auditor’s assessment of control risk is used
in determining the nature of substantive testing necessary to reduce detec
tion risk—the risk that a material misstatement in the financial statements
would go undetected—to an acceptable level. The auditor’s assessment of
control risk fo r each assertion setforth in this chapter is based on the results
of tests of controls as described in chapter 3.

EXISTENCE ASSERTION
The auditor performed substantive tests for the existence assertion for sales
and accounts receivable by performing several types of procedures, including
confirming account balances through direct correspondence. Based on the
assessed level of control risk of slightly below the maximum, coupled with
the results of analytical procedures, positive confirmation requests were
mailed using audit sampling with a low to moderate risk of incorrect accep
tance. Nonresponses were dealt with either by verification of subsequent
cash receipts or by examination of invoices and shipping documents. The
auditor reviewed the client’s accounts receivable aging and the reconciliation of
the accounts receivable subsidiary ledger to the general ledger account.

COMPLETENESS ASSERTION
In light of the low assessed level of control risk for completeness, the auditor
concentrated substantive testing on detailed analytical procedures. Analyti
cal procedures included examining aging schedules of accounts receivable;
reviewing historical experience of additions, writeoffs, and turnover of
receivables; and relating accounts receivable to sales and operating statistics
of the company and the industry. The auditor also performed detailed ana
lytics on sales.
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RIGHTS AND OBLIGATIONS ASSERTION
Substantive testing included reading minutes of meetings of the board of
directors, making inquiries of company management, as well as the positive
confirmation of receivables (as discussed in the section of this chapter enti
tled “Existence Assertion”).

VALUATION/ALLOCATION ASSERTION
Although the control risk assessment for this assertion was low, two areas of
concern were identified (see the section of chapter 3 entitled “Presentation
and Disclosure Assertion”). Because of the override policies—
1. Credit limits may have been exceeded.
2. Incorrect prices may have been charged to customers.
These concerns led to an additional substantive procedure. Subsequent
cash receipts were examined for those items appearing on the list of credit
limit and price overrides for the last month of the year. The last month was
selected because of a higher likelihood that errors would have occurred in
that month. (For those credit limit overrides affecting accounts receivable,
the auditor considered whether the allowance for doubtful accounts should
be increased.)

PRESENTATION AND DISCLOSURE ASSERTION
The auditor’s assessment of control risk for this assertion was at the maxi
mum. Financial statement presentation and related disclosures were
reviewed in conjunction with the client’s development of the financial state
ments and related footnotes.

Glossary

Abnormal termination of jobs (ABEND). The discontinuation of execu
tion of a computer program before its data have been completely
processed. Corrections to files, application software, or security access
may be required.
Application control procedures. Controls over computerized systems
generally designed for a specific business application. Examples of
application controls are automated edit checks, file control reconcilia
tions, and automated segregation of duties.
Backup. Duplicate data, software, or hardware that can be used in case the
original is damaged or destroyed.
Central processing unit (CPU). The unit or mainframe of a computer
that includes three components: the control unit, the arithmetic-logic
unit, and primary storage.
Checkpoint/Restart. A technique for allowing batch applications to be
restarted at key points within a job stream, after a software or hardware
failure, precluding the need to restart the entire job.
Compiler. A computer program that is part of the system software of a com
puter system and that converts a programmer’s language program into
machine language. A different compiler is required for each language
used on a given machine.
Controls over access to programs and data. A classification of general
computer control procedures, generally referred to as security controls.
Control procedures of this type limit access to computer data and pro
grams to those requiring such access in the performance of their duties.
These controls include the use of passwords and user IDs, and the clas
sification of employees into groups by job function and by levels of
authorization or privilege.
Controls over changes to programs and systems. A classification of
general computer control procedures. Control procedures of this type
help ensure that authorized changes to application programs are
properly designed, programmed, tested, and placed in operation.
These controls are the same types of control procedures as those
related to the development of new programs.
Controls over computer operations. A classification of general com
puter control procedures. Control procedures of this type provide for
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the effective operation of the computer center. Examples include
formal scheduling of jobs and procedures to assure that printed outputs
are distributed in conformity with formal authorized distribution lists.
Many of these functions are now an integral part of automated opera
tions software.
Controls over development of programs systems. A classification of
general computer control procedures that pertain to the development
of new computer software systems in specific and functional areas,
known as applications. Control procedures over programs provide
reasonable assurance that new application software conforms to
management’s general or specific authorization. Examples of such con
trols are requirements for management approval of system or program
design, or both, at critical points in development and user participation
in the system or program development process.
Data base. An integrated collection of computerized information, called
data elements or fields, organized in a way that permits direct access via
a variety of indices, to improve efficiency in accessing information.
Data-base administrator (DBA). The individual responsible for the
design and maintenance of the computerized data base system.
Data communications systems. A combination of software and hard
ware systems that enables communications among local and remote
computers.
Data dictionary. A file that contains information on the data elements
(fields) and files in a data base, including such characteristics as field size.
Encryption. A process of encoding information so that the contents can
not be understood without the appropriate encryption algorithm.
Feasibility study. An analysis of needs and costs, usually applied in the
consideration of new systems.
Functional specifications. The detailed requirements for computeriza
tion. Such specifications usually include a detailed description of the
system plus information such as current and estimated volumes of
transactions and response time requirements.
General computer control procedures. A classification of control
procedures applicable to all or many computer systems in an organiza
tion. General computer control procedures include controls over
development of programs and systems, controls over changes to pro
grams and systems, controls over computer operations, and controls
over access to programs and data.
Job scheduler. The program that assigns jobs based on priorities and avail
ability of resources (that is, disk storage, memory, and tape drives).
Library. A catalog of programs, including—
• Source Code Library. Programs written in programming language
before being converted to machine-readable form by the com
piler program; the final product of the programmer.
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• Production Library. Application programs in machine-readable
form that are used to perform normal business applications that
manipulate data files.

Library management system. A group of programs that manages, con

trols, and reports the cataloging of application programs and control
routines.
Off-the-shelf software. Also known as packages; represents commer
cially available software created for a variety of users in the same indus
try or with the same application.
Operating system. Programs and routines used to control the operations
of the computer. Some of the functions performed by the operating sys
tem are controlling the execution of programs, allocating use of systems
devices such as disks and printers, maintaining a log of system use, and
coordinating communication between the computer and users.
Parallel testing. Testing of the programs in a new or modified system by
continuing to run the old system and comparing results.
Programmed control procedures. Control procedures built into appli
cation software.
Security software. A software system that controls access to data, com
puter programs, and facilities through the use of passwords and other
techniques.
Systems analyst. The function that analyzes the needs of a user and
creates specifications for the programmer.
Users. Those who provide information to, receive information from, or
are otherwise involved with or responsible for specific computer
applications.
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